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8.30-9.00 Registration 

9.00-9.20 Opening of CoLab

Parallel Sessions: I and II

Session I (Room A)

Moderator: Marcin Sosnowski (Vice-Rector for Cooperation & Internationalization, 

Jan Dlugosz University in Czestochowa)

9.20-9.50 Personal Data Protection as a Shield Against Cyber Threats and Disinformation:

Balancing Security, Trust, and Responsibility. Agnieszka Grzelak (Deputy President, Personal

Data Protection Office)

9.50-10.20 From Information to Infiltration: Disinformation Outside and Within Cyberspace.

Andrzej Krzak (Department of Security Studies, Faculty of Social Sciences, JDU)

10.20-10.40 Minimum Permissions, Maximum Security: Building a Culture of Cybersecurity

at Czestochowa City Hall. Patrycja Kijas (Data Protection Officer, Czestochowa City Hall;

Chairperson of the Data Protection Committee at the Silesian Association of Municipalities

and Counties)

10.40–11.00 The Impact of Cyberbullying on the Mental Health of Young People. Magdalena

Bach (psychologist, psychotherapist, Deputy Head of Psychological and Pedagogical

Counselling Centre in Czestochowa)

11.00–11.20 EU Regulation of Data Protection and Cyber Security – in the age of AI. Dunja

Duić (Faculty of Law, Osijek, Josip Juraj Strossmayer University of Osijek, Croatia)

11.20 – 11.30 Coffee Break

Agenda: Monday, 1 December 2025 (1/4)Agenda: Monday, 1 December 2025 (1/4)

COLAB:COLAB:

Cyber Threats & DisinformationCyber Threats & Disinformation



Agenda: Monday, 1 December 2025 (2/4)Agenda: Monday, 1 December 2025 (2/4)

Session II (Room B)

9.20-10.20 Cybercrime on the Internet. Sławomir Sola (Prosecutor, District Prosecutor’s

Office in Gliwice)

10.30-11.30 Cybercrime as a threat to people of all ages. Kamil Czyżewski (Judge, Regional

Court in Kielce, Jan Kochanowski University in Kielce)

Parallel Sessions: III and IV

Session III (Room A)

Moderator: Grzegorz Klein (Department of Security Studies, Faculty of Social Sciences, JDU)

11.30-11.50 Detection of Cyber Grooming through Statistical and Natural Language

Processing Models. Blagoj Ristevski (Faculty of Information and Communication

Technologies, St. Clement of Ohrid University, Bitola, Macedonia)

11.50-12.10 Between security and human rights and freedoms. On the limitation of

fundamental rights in the face of danger. Kamil Stępniak (Higher Vocational School in

Wrocław)

12.10-12.30 The ABCs of disinformation – the essence of the phenomenon and its

consequences. Piotr Litwin (Senior Analyst at Demagog Association, Mentor at the Fact-

Checking Academy, Jagiellonian University in Krakow)

12.30-12.50 Like It. Subscribe. Vote: On the Transparency of Political Collaborations by

Influencers. Jakub Szymik (President, CEE Digital Democracy Watch)

12.50-13.10 Technological Accelerators of Disinformation: Automation, Synthetic Media, and

Engagement Farming. Jakub Śliż (President, Pravda Association)

13.10-14.00 Lunch 
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Session IV (Room B)

Moderator: Małgorzata Soja (Department of Security Studies, Faculty of Social Sciences, JDU)

11.30-11.50 Combating disinformation in Poland. Regarding an urgent need to build a

system to replace scattered and ineffective measures. Krzysztof Izdebski (Director of

Advocacy and Development at the Stefan Batory Foundation, Civitas University)

11.50-12.10 Digital Evidence and Privacy: Challenges Facing Modern Security Systems. Jacek

Małek (Department of Mathematics and Computer Science, Faculty of Science and

Technology, JDU)

12.10-12.30 The use of stress and disinformation in warfare, as exemplified by the

implementation of tasks within Operation Secure East. Major Grzegorz Piątkiewicz

(Department of Security Studies, Faculty of Social Sciences, JDU; Branch of the Military

Gendarmerie in Cracow)

12.30-12.50 Disinformation as a tool of secret services. Dariusz Gregorczyk (Department of

Security Studies, Faculty of Social Sciences, JDU)

12.50-13.10 City Cybersecurity – the challenges of today. Wojciech Ciesielski (Director of the

IT Department, Łódź City Hall)

13.10-14.00 Lunch 
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Session V (Room A)
Moderator: Grzegorz Piątkiewicz (Department of Security Studies, Faculty of Social Sciences,

JDU)

14.00-14.20 Harnessing the scientific, economic and technological potential of AI for the

digital transformation of cities. Bartosz Domaszewicz (Chairman of the City Council in Łódź)

14.20-14.40 How to Protect Elections from Disinformation? Dominik Uhlig (Gazeta Wyborcza

– leading Polish daily newspaper)

14.40-15.00 Disinformation as a Threat to the Stability of Social Order and State

Democracy. Małgorzata Kuś (Department of Security Studies, Faculty of Social Sciences,

JDU)

15.00-15.20 Information security, disinformation, social resilience, civil society –

correlations and challenges. Grzegorz Klein (Department of Security Studies, Faculty of

Social Sciences, JDU)

15.20-15.40 Grooming as a crime against sexual freedom and morality committed to the

detriment of a minor – a contribution to the debate. Monika Bartnik (Department of Judicial

Law, Faculty of Law and Economics, JDU)

15.40-16.00 Cybersecurity of connected vehicles – challenges and data protection

standards in the automotive industry. Rafał Kosiński (CEO, Academy of Practical Skills)

16.00-16.20  The Psychology of Online Manipulation: How to Recognize When Someone Is

Controlling Us. Klaudia Korkus (Department of Psychology, Faculty of Social Sciences, JDU)

 Vernissage 16.30-17.30
 Opening of an exhibition by young artists from the Faculty of Arts JDU, majoring in Painting.

Theme: Cyber threats and disinformation in art. Moderators: Bartosz Frączek, Katarzyna Jarząb,

Mateusz Pawełczyk.
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8.30-9.00: Registration

Parallel Workshops: I, II, III.

All Workshops start at 9.00 A.M and last till 10.30 A.M.

Workshop I (Room A) Cyberattacks and Fake News in Healthcare. Leaders: Piotr
Kaczmarczyk (medical personnel trainer, publicist, lecturer, President of the company
INTERMEN), Rafał Hensel (RHDev Company)

Workshop II (Room B) Is There Knowledge on the Internet? A Reflective View on Gen AI and
Psychological Cybersecurity. Leaders: Rafał Głębocki (Faculty of Science and Technology,
JDU), Tomasz Kuta (Clinical Psychologist, Speech Therapist, Educator, Cracow University of
Technology, Center for Pedagogy and Psychology)

Workshop III (Room C) Cyberbullying and hate speech! Leader: Marek Kopiec (expert and
academic lecturer in the field of cybersecurity, cyberbezpiecznik.eu)

10.30-11.00 Coffee Break

Agenda: TUESday, 2 December 2025 (1/2)Agenda: TUESday, 2 December 2025 (1/2)
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11.00-14.00: Expert’s Panel (Room A)

Moderators: 

Piotr Rychter (Interdisciplinary Science and Research Centre JDU)

Magdalena Wrzalik (Department of Constitutional and Comparative Law, Faculty of Law

and Economics, JDU)

 

Panelists - Experts:

Marek Czerwiński (Acting General Director, Czestochowa City Hall)

Aldona Domańska (Department of Constitutional Law, Faculty of Law and Administration,

University of Łódź)

Błażej Kmieciak (Chief Coordinator for Mental Health Protection)

Marek Kopiec (expert and academic lecturer in the field of cybersecurity,

cyberbezpiecznik.eu)

Mariola Kowalczyk-Trąbska (Jr. Asp., Psychologist)

Mateusz Piątkowski (Department of International Law and International Relations, Faculty

of Law and Administration, University of Łódź)

Piotr Strach (Member of the Polish Parliament, Parliamentary Team for Civil Defence)

Renata Ostrowska (Director in the Banking Sector)

 

14.00-15.00 Lunch

Agenda: TUESday, 2 December 2025 (2/2)Agenda: TUESday, 2 December 2025 (2/2)

COLAB:COLAB:

Cyber Threats & DisinformationCyber Threats & Disinformation



8.30-9.00 Registration 

9.00-10.30 Workshop I (Room A)
Safe seniors in the digital world – a practical guide to online threats (introduction).
Cybersecurity in practice – exercises for seniors (practical part). Leader: Marta Kaczyńska
(Faculty of Science and Technology, JDU, expert in cybersecurity and cybercrime, former
commander of the Police Station in Czestochowa)

10.30-11.00 Coffee Break

11.00-13.00 Workshop II (Room A)
Verifying information in practice – fact-checking tools and assessing source credibility.
Leader: Piotr Litwin (Senior Analyst at Demagog Association, Mentor at the Fact-Checking
Academy, Jagiellonian University in Krakow)

13.00-13.30 Lunch

13.30-14.30 Workshop III (Location: Special School Complex No. 28 in Czestochowa)
How to use the Internet Safely? Leader: Agnieszka Jurga (Specialist Teacher for People with
Intellectual Disabilities, Team of Psychological and Pedagogical Counseling Centers in
Czestochowa)

Agenda: Wednesday, 3 December 2025Agenda: Wednesday, 3 December 2025
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See you on 1-3 December 2025!See you on 1-3 December 2025!

COLOURS CoLab on Cyber Threats & Disinformation.

Decode, Defend: Deceive No More.

See you on 1-3 December 2025!
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